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// F5 and Venafi Automate Protection
for Machine Identities
Reduce costly disruptions and unnecessary risk caused by manual processes,
administrative bottlenecks and human error
F5 BIG-IQ and Venafi Trust
Protection Platform
F5 BIG-IQ Centralized Management
offers organizations complete
lifecycle management for BIG-IP
applications, services and devices,
all of which require machine
identities. The Venafi Platform streamlines machine
identity management for BIG-IQ by orchestrating
and automating all aspects of the TLS lifecycle—
including issuance, renewal and revocation—to
stop costly outages and harden TLS security.
R

Solution Benefits
• Accelerate innovation and increase scalability
through tight access control
• Streamline operations by avoiding bottlenecks
• Increase security by properly identifying all
machine identities
• Reduce administrative overhead by automating
key aspects of the TLS certificate lifecycle
• Prevent downtime and outages caused by
expired certificates

Enterprises—and the ever-growing catalog of
applications at their heart—rely on complex networks
of physical and virtual machines, sometimes
ephemeral, sometimes persistent, spanning onpremises and across private and public clouds. As
connected machines grow in number and intricacy,
manual methods of securing all these devices can
ead to failures, outages and breaches.
This inefficient approach also opens you up to
great risk and costly disruptions that come from
administrative bottlenecks and human error.
Mobile network O2 learned this the hard way in
December 2018 when more than 30 million people
lost service due to an expired software certificate.1
Someone somewhere simply forgot to renew it. This
is a clear example of why it is vital to automate the
lifecycle of each machine identity—the status quo of
management by spreadsheet and other traditionally
used manual methods can eventually lead to lost data,
missed revenue opportunity and damaged reputation.
The best way to prevent certificate-related outages
is with proactive management: integrating F5 BIG-IQ

Partnership Advantages
• Significantly accelerates the delivery of secure,
compliant certificates

Centralized Management and the Venafi Platform. With

• Makes it easy for teams using F5 BIG-IP to
protect their TLS certificates

machine identities across all your F5 BIG-IPs, utilizing a

• Delivers a key security capability for
organizations moving workloads to the cloud
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BIG-IQ and Venafi, you can automate and orchestrate
keys and certificates to secure the lifecycle of your
standard, compliant certificate-creation policy while also
ensuring good customer experience and strong security.
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Human Error and Bottlenecks
IT managers who manually oversee more than a few
BIG-IPs—physical or virtual—are at risk of creating a
bottleneck that constrains application deployment.
In today’s world of cloud applications, it is not
uncommon to be tasked with managing thousands
of systems and all their requisite administrative
functions. In such an environment, manual oversight
and orchestration of an ever-growing stable of
managed devices is untenable.
BIG-IQ Platform for Centralized Management,

help, BIG-IQ can also alert you before certificates
expire so that you have time to plan—alleviating
headaches before they start.
The Venafi Platform for Machine
Identity Protection
Protecting machine-to-machine communications
across increasingly complex environments
requires a high level of intelligent automation. This
automation needs to be combined with visibility—
the ability to discover every machine identity on a
complex network—and with intelligence shaped

Licensing, Monitoring, Analytics

by policy that defines proper configuration, use of

BIG-IQ Centralized Management simplifies oversight

These three values—automation, visibility and

of complex BIG-IP environments by automating

intelligence—must continually work together to

discovery, tracking, management and monitoring

remediate vulnerabilities as they are discovered at

of physical and virtual BIG-IP devices (and the

machine speed and scale. By combining visibility with

services running on them), whether in the cloud,

policy enforcement based on detailed intelligence

on-premises or co-located at another datacenter.

and then automating appropriate actions, the Venafi

Certificate management is among the many common

Platform continually protects machine identities. The

management tasks consolidated within BIG-IQ. Using

result is improved certificate lifecycle management

the Venafi Platform in concert with BIG-IQ enables

and security that stops unplanned outages and

organizations to automate the processes of deploying,

breaches, enables fast crypto-agility, supports audits

renewing or changing SSL certificates. With Venafi’s

and reduces resource usage.
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encryption, expiration and organizational ownership.
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Key Benefits
• Accelerate innovation and increase scalability
by automating complex machine identity
orchestration across vast numbers of virtual
machines in DevOps environments
• Streamline operations through automation
by avoiding human error and administrative
bottlenecks caused by manual oversight of
machine identities
• Prevent downtime and outages caused by

BIG-IQ
1. Initiates certiﬁcate renewal prior
to expiration
2. Submits certiﬁcate request to
Venaﬁ Platform
3. Retrieves certiﬁcate, private key,
and chain certiﬁcates from
Venaﬁ Platform
4. Installs items on target BIG-IP systems
5. Updates conﬁguration (SSL proﬁle,
virtual server, etc.) on BIG-IP
6. Validates correct certiﬁcate
installation daily

Venaﬁ Trust
Protection Platform
1. Receives certiﬁcate
signing request (CSR)
from BIG-IQ
2. Submits CSR to Certiﬁcate
Authority (CA)
3. Retrieves certiﬁcate
from CA

Together, We Can Help
Integrating the Venafi Platform into BIG-IQ enables you
to automate the lifecycle of certificates and keys across
BIG-IP devices—avoiding any potential bottlenecks and
greatly reducing the risk of human error. F5 and Venafi
help you protect machine identities with continuous
discovery and monitoring so you can easily and
efficiently maintain a secure environment.
There is a complex and tightly regulated process
around the issuance of SSL/TLS certificates, including
the requirement that every new certificate be signed

expired certificates and avoid the hassles

by an approved Certificate Authority (CA). Among

associated with recertifying them

the benefits provided by the Venafi Platform is the

• Increase security by properly identifying all
machines—physical and virtual—at all times
in order to tightly control machine access to
valuable data and ward against cyberattacks
• Reduce administrative overhead by automating
and accelerating your ability to secure machine
identities for physical and virtual machines
across complex infrastructures

ability to quickly, efficiently and automatically interact
with major CAs through out-of-the-box integrations.
Traditionally, every time a new key pair and a
Certificate Signing Request (CSR) were generated,
someone would have to download the CSR, get it
signed by a CA and upload the resulting certificate—
a process that could take minutes, hours or even days
depending on the workflow (and expertise) that were
in place. With the Venafi Platform, the download, sign
and upload processes all are replaced by API calls and
automated processes that typically take a few seconds
(depending upon the CA being used).
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Manually securing all devices is no longer a viable
option in today’s digital world. Integrating BIG-IQ
Centralized Management and the Venafi Platform
enables you to automate the orchestration of
certificates and keys across all your BIG-IPs, improving
efficiencies even as you increase security.
For more information about the F5 and Venafi
partnership and solution integration, visit F5 BIG-IQ
on marketplace.venafi.com.
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About F5 Networks
F5 (NASDAQ: FFIV) gives the world’s largest
businesses, service providers, governments,
and consumer brands the freedom to
securely deliver every app, anywhere—with
confidence. F5 delivers cloud and security
application services that enable organizations
to embrace the infrastructure they choose
without sacrificing speed and control. For more
information, go to f5.com. You can also follow
@f5networks on Twitter or visit us on LinkedIn
and Facebook for more information about F5, its
partners, and technologies.”
About Venafi
Venafi is the cybersecurity market leader in
machine identity protection, securing the
cryptographic keys and digital certificates
on which every business and government
depends to deliver safe machine-to-machine
communication. Organizations use Venafi
key and certificate security to protect
communications, commerce, critical systems
and data, and mobile and user access.
To learn more, visit www.venafi.com
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